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Yyieic Epyaociakec ZXEOTEIC,
ZUYXpPOoVeG EnIXEIpNoEIC

6" Zuvavrnon AIKTUoU
EnayysApatiov Epyaciakmv ZXECEWV
kail AieuBuvonc Avlpwnivou Auvaplikou

To €pyo ouyxpnuaTodoTeiTal aTrd TNV
Kutrpiakn Anuokpartia kal To EupwTraiko
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lMpaktikec ZulPoulec: Mapouaiaon Xprioiwv Kal PaKkTIKWV OuuPBoUAWVY yia
TNV aoPaAeia OEOOLEVWYV O1 OMOIEC LIMOPOUV VA EPAPLIOTTOUV OTO XWPO
gpyaoiac.

AcpaAsia AEOOHEVWV

Oepanwyv OepanovrTog
DataKnights

To €pyo ouyxpnuaTodoTeiTal aTrd TNV !\.,“,.; oy
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KO|V(DV|K(’) TG”SI’O Tr]g EUp(DTI'dIIKr']g ’vao-r]g E:;f’uﬂuiglﬁ:::zﬂ Kunpiakn Anpokpartia Tnget.ﬁ)ln?lﬁnequ;ﬁgol?ﬂﬂg



OEB

Aopaleia Asdopevwv oto HR

To HR e€ival, TO0 010 WG TUNMA, €neEepyacTnc MEYAAOU OYKOU
NPooWNIKWV O0EDOPEVWV Kal £XEI NPpOOPacn O€ KPIoIUNG onuaciac
dedopeva.

— Ao@dAeia yia 1o id10 To TUNAKPa

To HR diaxeipieTal Touc avBpwnouc, ToV PEYAAUTEPO MaApAyovTd
aopaelac dedoPEVWV

— AvBpwnivoc MapayovTac

To Oegpa Aogaleiac TnG MAnpogopiac eivar kat’ eEoxnv Beua
KOUATOUpAc kal To HR €xel onuavTiko poAo oTnv avanTuén Tne

— AvanTtu&n KouAToupac

MBava nepioTaTika acpaielac Xpilouv AUeONC Kal MOAANEC (POPEC
neiBapyIkng Epeuvac kalr apopouv epyaloOuevouC

— 'Epeuva MepioTaTikwv

( Yyleic Epyaclakég Ixéoelg, uyxpoveg Emixelpnosig




Ao@aleia Tne NMAnpopopiac

EpmioteuTikoTnTa (Confidentiality): Aiacgpalion oTi
npoofBacn oTnv NANpPo@opia €XOUV HOVO OCOI EXOUV
kaTaAAnAn e€ouciodoTnon.

Axkepaiotnta (Integrity): Aiaopahion OTl 1
nAnpogopia gival nARpnG, akpifnc kai eykupn.

AaOsoiyornTa (Availability): Aiaopalion om n
nAnpogopia e€ivar O1aBeoiun KABe OTIYUNN MNOU  €vdg
£EOUOIODOTNUEVOC XPNOTNG  EMIXEIPEl  vA  AMOKTNOE
npoofacn o€ auTn.




Ti oupBaivel onpepa?

DATA BREACHES BY THE NUMBERS —o

Approximately

24000 ) | |

MALICIOUS

Ransomware attacks are
] growing more than

mobile apps are
blocked every day

loT attacks were up
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IN 2017
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Ti oupBaivel onpepa?

WHERE DO CYBER ATTACKS COME FROM?

Sources of cyber attacks in 2017

Microsoft Office formats
such as Word, PowerPoint
and Excel make up

OF MALICIOUS FILE
EXTENSIONS

* 20

China | PERCENT
USA | PERCENT
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» 71% »@&

of cyber attacks begin with
spear-phishing emails
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Ti oupBaivel onpepa?

o——— WHO IS AFFECTED? ——o

SR

G B ﬁ " RANSOMWARE
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The United States ranks highest a}ttacks S ENE EEIEIEETS
] PERCENT ———] industry are expected to

" 18.2%
of breach victims in 2017 . o

were businesses with
UNDER 1,000 EMPLOYEES

N
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by 2020

of all ransomware attacks

The FINANCIAL SERVICES INDUSTRY

sees the highest cost from cyber crime.
It costs the average business
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Ti oupBaivel onpepa?

o——— WHAT'S THE COST? ——o
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- @ - The average cost of |:| |: D

LOST/STOLEN
RECORDS
The average cost of a malware per individual is Information loss represents
attack on a company is

E of costs —
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Damage related to cybercrime
is projected to hit
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Ti oupBaivel onpepa?

o——— IS YOUR COMPANY AT RISK? —

L
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of companies have over

I I
7 4% 1,000 sensitive files including

credit card numbers and

of companies have 5 health records
of all files are

OVER 1,000 STALE NOT PROTECTED
SENSITIVE FILES in any way LEFT UNPROTECTED
=
== -
4) of companies have over
/ 500 users who are
NEVER PROMPTED TO

ﬁ) | = | CHANGE THEIR PASSWORDS

0

the threats they're seeing can be
blocked by their anti-virus software
of organizations _ _
DON'T BELIEVE
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AvBpwnivoc NapayovTtac

To 2017, katd pyeoo 0po 51% opeiloviav aTov

avOpwWTTIVO TTapAyovTa

Switch off
my computer
and lose all these tabs
in my browser?
There's no way
I'm doing that.
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Most serious attack vectors

B Other

B Exploits [ loss through mobile devices
Crypto-malware / ransomware

o Insider threats: Malicious actions
caused by internal staff

u DDoS attack
Targeted attack

H Hardware theft
Phishing / social engineering

m Accidental loss of hardware

m Careless f uninformed employees

Overall

V3B

aMB B Viruses / malware / trojans
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AnNO TI NPENEI va NMPOOTATEUTOUUE?

O1 TUTTOI TWV KUBEPVO-ETTIBECEWYV EEEAICOOVTAI CUVEXWC.

QTTO TOUG KOIVEG ETTIBECEIC Eival:

Malware

Phishing

Password Attacks

“Man in the Middle” (MITM)
Drive-By Downloads
Ransomware
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Malware

Malware is a broad term for a variety of cyber threats like Trojans, viruses
and worms. In a simple words it is a code with the intent to steals data or
destroys something on the PC.

-

T Virus Software.
@|. - 'MALWARE - -[f0 v" Keep Your Operating System Current.
_ v" Secure Your Network.

MéTpa MNMpooTtaciag

v' Install Anti-Virus/Malware Software.

v" Keep Your Anti-Virus Software Up to Date.

v" Run Regularly Scheduled Scans with Your Anti-

: v" Think Before You Click.

/ v' Keep Your Personal Information Safe.
@ v" Don’t Use Open Wi-Fi.

v" Back Up Your Files.

v' Use Multiple Strong Passwords.
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Phishing

It is a request often sent via emails and ask the users to click on the link and
enter the required data. Phishing emails have become more classy in recent
years, and making it difficult for user to separate a true request from the
illegitimate one.

MéTpa MNMpooTtaciag

v Keep Informed About Phishing Techniques
v Think Before You Click!

v Install an Anti-Phishing Toolbar

v" Verify a Site’s Security

v Check Your Online Accounts Regularly
v' Keep Your Browser Up to Date

v Use Firewalls

v' Be Wary of Pop-Ups

v" Never Give Out Personal Information
v Use Antivirus Software
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Password Attacks

A password attacks are extremely common on these days. A third party
attempts to gain access to your systems by cracking a user’s password.

123456
password
12345
12345678
gwerty
123456789
1234
baseball
dragon

10 football

D 00 s O LA B W R =S

WORST

PASSWORDS OF 2014

=|=

“splashdats

MéTpa lNpooTaoiac
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v’ Control physical access to systems

v’ Control electronic access to password files
v Encrypt password files

v’ Create a strong password policy

v Use password masking

v Deploy multifactor authentication

v Use account lockout controls

v Use last logon notification

v Educate users about security

v" Actively manage accounts
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Man in the Middle Attack

Man in the Middle” (MITM) By imitating the endpoints in an online information
exchange (i.e. the connection from receiver to a gainer), the MITM can attain
details from the both, end user and the person/company he is interacting with.
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MAN IN THE—i"l-l'll[l[}LE ATT&EI{? -

pLt

JV
‘Q#‘" ;
INTERNET

T

s

OEB

MéTpa MNpooTaoiac

v' Make sure that the websites you visit have
HTTPS in front of the URL

v’ Before clicking on emails, check the sender
of the email

v DO NOT make a purchase or send
sensitive data on a public Wi-Fi network.

v Secure your website using SSL

v" Don’t click on malicious links or emails

v" Do not download pirated content

v’ Secure your network
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Drive-By Downloads

Through unwanted programs(malware) on a authentic website, a software is
downloaded to the computer by visiting the site. It does not require any action
to download the specific file.

Métpa lNMpooTaciag

v' Employees should keep their software up to
date.

v" Install web-filtering software.

v Don't give users admin access to their
computers.

v Use minimum browser addons as they
often get compromised

v Develop a habit of safe browsing and be
selective about which sites you browse
regularly.
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Ransomware

A type of malicious advertising, use to spread malware and unwanted files to
different sites. A file or code is downloaded to the computer system when click
on the affected ad

Métpa MpooTtaciag

v" Back up your files regularly and frequently

v' Complete operating system and any
software updates

v Do not click on email attachments or links
from unconfirmed sources

v" Disable Autorun for all devices and macro
content in MS Office applications

v Run regular employee awareness
programs
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T1 npenel va kavw wc HR?

1. T1oAU KaAOG EAeyXoc uttTown@iwy yia epyodoTtnon (background

checks).

Ytroypagn 2uupdocwyv AttacxoAnong kai Opwv EptrioteuTikOTNTOC.

[1pooBaon oTtoug epyalOUEVOUC KAl OUVEPYATEC oTn MNOAITIKN

1D1wTIKOTNTAC MNpocwTTiKWY Acdopévwy (Personal Data Privacy

Policy)

4. EvNuEPWON TWV EPYACOMEVWY YIA TO TTAQICIO ACPAAEIAG OEQOUEVWIV
TOU OpYaVIOUOU TO OTTOiO TTPETTEI VA TTEPIAAUBAVEI TOUAGXIOTO Ta €ENC:

[MToAiTik Mpdoaong

[TOAITIKA) XprioNS NAEKTPOVIKOU TaXUOPOUEIOU

[TOAITIKA) Xprjong O1adIKTUOU

[TOAITIKN dlaxEipioNG TTEPIOTATIKOU AOPAAEIAC

AladIkaoia €TTIXEIPNOIOKNG OUVEXEIOG

[MToAITIKA xpriong 19iwv cuokeuwyv (BYOD)
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T1 npenel va kavw wc HR?

EvnuEpwaon Twv epyalOPeEVWY YIAQ TIG TTEPITITWOEIG TTOU
ETTITPETTETAI XPNON ETAIPIKWY JECWV YIA TTPOCWTTIKOUG OKOTTOUG.
EvnuEpwan yia eAfyxoug o€ email, internet, access usage.
[TOAITIKA y1a UTTAAANAOUC TTOU aTTOXWPEOUV (OAN N ETAIPIKN
TTANPOPOPIa TTAPAPEVEI OTOV OPYAVIOHO, ETTIOTPOYPN TTEPIOUTIAC
TNG ETAIPEIAG, KATT)

Aladikaoia dlepelvnoNg TTEPICTATIKOU ACQAAEIQG KAl EUTTAOKI)
Tou HR yia mBavég euBuveg TTpPOOWTTIKOU.

EvnuEPWTIKA OEMIVAPIA KOl OEUIVAPIA eualiocOnToTroinong yia
Oéuara Aopaleiac Tng MNMAnpogopiacg (Security Awareness
programs)

Karaypaer) diadikaoiwv HR o1 otroiec emrecepyalovral dedopéva
(KUPIWG TTPOOWTTIKA) KAl TTPOO0TACIA TWV OEOOPEVWV AUTWV.
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therapon@dataknights.eu
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